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Fhe guidelines issued by the Controlier of Certifying Authoritics are to be strictly followed
by CAs. Unless and otherwise the date of implementation is specified, the effective date
of implementation of guidelines will be from the date of publication on the website of
Office of CCA. The changes due to these guidelines should be referred to or incorporated
in the subseguent revion of CPS of CAs.

The tollowing text shonld be part of DSC application form
section 71 of IT Act stinulates that if anyone makes o misrep: >sentation or suppresses any
materiol fact from the CCA or CA for obtaining any DSC suc 1 person shall be punishable
with imprisonment up to 2 years or with fine up to one lakh ru;.ces or with bnrh.

The biometric authentication carried out using Aadhaar e-KY¢ service to establi .- “antity
of the applicant, sha. be treated as physical verification »{ subscribe: Tw- i2d)
response from UIDAI shouls be preserved as evidence.

CAs shouid put in mesures to ensure that email addresses that are included Digital
signature Certificates DSC) are unique to the -DSC applicant. Provisions can be made for
issuance of multiple {350 with a single email id where it ic ¢stablished that these multiple
L5Cs are beng issued to a unique DSC applicant.

CA should put procedure in place to ensure that no Class 2 or Class 3 individual Signing
(5Cs are issued in ca- s where the key pair has not been penerateg on a FIPS 140-1/2
level validated Harawy: e eryptograpghic module.

In respect of Class 1 ce lificate, if the subscriber prefers o .2 Non FIPS 140-1/2 Level 2
validateu Hardware Cryptographic module/ Software token, the corresponding risk should
be made known to the D5SC applicant and an undertaking should be taken to the effect that
the DSC applicant is aware of the risk associated with storing private keys on a device other
than a FIPS 140-1/2 Lev: | 2 validated cryptographic module
A list of approved crypt sgraphic device manufacturers / suppliors and information 1elating
to their FIPS 140-2 validated tokens must be published on the website of the CA.
A digitally signed application form can be accepted for new DSC prior to expiry of existing
DSC, provided that CA has infrastructure for archiving such electronic application and
validating the signature during the archival pneriod. identity ~hall be ~stabiishet” © nugh
the initial identity-proofing process for each assurance level as per 3.3.10of *~di~

Also such DSC used to sizn the application form  should have boeen issue: -

The application forms - hall be preserved and archived by CAs. The aichival pe-wa of 7
vears will hegin from the date of expiry of the Digital Signatui e Certificate. |

For the purpose of DSC application to CA(paper}, ali signatures including BSC appiicant,
attestation and authoris.ition should be with blue-ink only.

In case applicant's signature is different fram that in 10 Proof, a physical verification needs
to be carried out.,

in the case of applicant is unable to sign due to disability, paralysis, or other reasons, the
DSC issuance should be ihrough Aadhaar eKYC service.,

Power of attorney is not allowed for the purpose of DSC application to CA and Issuance of
DSC. /
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Guidelmes for issuaance of Digital Sipnature Certificates
(Poersonal/ Organizational Fersonal DSC)

2.1 Personal Digital Signature Certificate — through RAs of CA Lo

L)

2}

6)

Hegistration Authority (RA} is the entity that collects and verifies each Subscriber’s identity and

information that are to be entered into his or her public key certificate. An RA interacts wilh the

CA and recommends the subscriber request for certificate issuance to CA. A RA should have legal
agreement with CA. |

For issuing a Class 2 DSC, physicat verification of 'ﬂriginal documents against the copy of
~ocaments submitted is mandatary before attestation.

For issuing a Class 3 DSC, not only the physical verification of origii:al documents again:t the
documents submitted is mandatory but physical verification of person is also compulsory.

For all Classes of certificates, other than identity & address proof, the identity credenti- =+ ¢h

appear in the certificate, like PAN ;;umber, e-mail, mobile number etc. as d: TS
should be verified.

The mobile number of DSC applicant in the DSC application form is inandatory for Class 1, (lass 2
and Class3 certificates facilitated through RAs of CAs{other than Banking and organisational).

- The anthentication credentials should be sent to mobite of the applicant. CA should «. ! the

subyscriber on mohile provided on B5C the application ferm and caonfinm that he or slic has

applied for the DSC. CA should approve the DSC issuance oniy after the confirmation of D3C
applicant.

In case of using Aadhaar eKYC based service for verification of individuals, guidelines to be
followed is given in the section 5 {Guidelines for e-authentication using Aadhaar e-KYC services).

tach applicant for a personal digital signature certificate must provide proof of [dentity and proof
of address as detailed below:

Dodument as praof of identity (Any one):

-;i? Aadhaar (eKYC Service)

b) Passport

¢} Driving License

d} PAN Card |
e} Post Office iD card

). Bank Account Passhook containing the photograph and signed by an individual with

attestation by the concerned Bank official.

4 27
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B)
1)

Photo tD card issued by the Ministry of Home Affairs of Centre/State Guvernmer‘;ts.
Any Government issued photo 1D card bearing the signatures of the individual.

Locuments as proof of address (Any one)

3)
)
C}
d}
e)
f)

g)
h)
)

j)

k}

Aadh3ar (eKYC Service)

Telephone Rill

Electricity Bill

Water Bill

Gas connection

Bank Statements signed by the bank

Service Tax/VAT Tax/Sales Tax registration certificate.

Driving License (DL)/ Registration certificate {(RC)
Voter ID Card

Passport
Property Tax/ Carporation/ Municipal Corporation Receipt

With the above documents the following conditions will apply.

I},

It!li-

V.

8)

9)

Validation of signature on upplication forms: At least one identity or addres: proof should
contain signature of applicant. If absent, subscribers should submit their signatures
validated by the bank where they hold a bank account. The CA/RA should use that

verification document to confirm the signature of subscriber present on the application
form. - |

Validity of the Address Proof: In case of any utility bills like electricity, vsater, gas, and
telephone bill, in the name of the applicant , the recent proof, but not earlier than 3 months
from the date of application should be attached. |
Using single document copy to be used for both Identity & Address proof: This may be
considered. However. if the address in the Photo-id is different f. >m the ac .. .- giver in the
application then a sep...rate address proof ma. be insisted for. '
Attestation against original copy: Copy of s ipporting documer ~ .. sted by any
one of the following:

* Group’A’ /Group ‘B’ Gazetted officer . (refer Annexure 2}

. Bank Manager/Authorised executive of the Ban¥

¢ Post Master ¥

DSC shall be issued by CAs only after the apy ication form (with ink signature) and copy of

supporting document(s) (duly attested) have | ren physically received and verified at the CA

premises. An officer appointed by each CA, wo!-d be responsible for confirming the correctness

of the documents provided, before issuing the € .C.

For Class 3 Physical verification, a CA should ma ¢ available a tamper proof video capture facility
in their application. The video recording of int -ractive session with DSC applicant by using the
facility provided by CA application should be nc less than one minute. The CA should verify the

same prior to issuance of DSC to DSC applicant.
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Organizational Personal Digitod Signature Certificatas for officers ot

Central Government/State Government/PSUs/Autonomous body of
Central Government

. ticle 12 in The Constitution Of India 1949

i .0 the State includes the Government and Parliament of Ilndia and the Governm -t and
the Legislature of each of the States and all local or other authorities within the t~ -+ of
India or under the control of ..ie Government of India.

il

Government organization includes State/ Central Government and their ‘'departme.its, any
agency/ instrumentality on which the Government has deep and pervasive control, PSUs,
Government Companies, Government Corporations etc.

ldentity verification requirements are as mentioned below:

al Applicant’s identity card |

hj The application for DSC should be forwarded/Certified by the Head of Office
c}  ~ letter/notification from Head of Department authorizing the Head of Office

d] The attestation of documents may be carried out by Head of the Office/Gazette!!
Officer

¢) For Class 3 certificate HoD should certify the physical verification of subscriber.

I}y CA should verify the Organizational and HOD's identity. The identity of HOD should
be ascertained by at least one personal interaction, Government ID card, signature
and seal of Department, Website RTI disclosures, telephonic call to departmental
phone etc.

g) The application forms should be preserved by CA. The electronic application fen
should be archived in a location provided by CA.

& /22



Enrollment Date ;- o .

] . L
Time :- .

TECHNOLOGY

(Lidlms 2 oy s rndeidii S g T Yo
RTRYT ST S Feguesi
Class o wvitivgr, R sy i 2¥rars

L . 1
| I !
4
— ! 1
I ) |
H
= =1
' "
I - -
i ' ' - ' ' A oL '
' H 1 e ate ! [
[ - ' ,
L) .
1! - L ' - a4 a1 . 1 . R .
1o ab - B .t H H 1, oL H . E T B o
- - - - |
. ' '
- ., _ i ' '
. . . ' 1 ' |
'
P S '
1
H

L ]

- . .
H L ' !
- 1 - :
i
' i
. \ .
. : B . . :
| . H
. Y ' e X Y I
H i
N 1.
1 ' T
. L]
: ' .
) 1 - 1] r 1
! - - -
- -1 -t ! L,
' Plier f
|
. a
1i% 4 \ :
'
' ' ' 1 ' I
' ] . ' - }
1
' I
M '
I . . ;

A
-1 Y.
Ailrg 2

. =

i FER TR ! EE-I':!I :-'I" t
Lot TN ' ”
- ' o L - .x -] Lo, I . .'.
S SRR S T P D L L A VLN SR TP N P IS L B T PRPOS TS I S A P T
LRA Comtact Address | 371320, Unnat Naygar 2. Opp. Patkar Collegz,Inside Darshan Photo Studic lane, Goregaon{West), Mumbal - 403343

Ace Technology Tel.; 022 - 2376 3744 55/66 | Website: www.acetechnology.co.in | Email ld: support/Zacerechnology.coin



Updated ch

-

ecklist for Digital Signature Certificate (DSC) form wan 2016

colasllo- R wiid® Diude Ik wo sign the agulica {on Form & for atfestation 01 rocaaent s,

b ey Tportant: DSC Application form should be filled in consultation with ACE personnel; a scanned copy ¢an be shared on
cinail prigr dispatching to our office. All needful changes sivould be done before sending them to our office,

Ref. No.: -

e KYC non e KYC

N '

Furpose or use of
BSC

(Oroanmization

Deparoment Name /

Nume ] * ature of Business # ) ]
| | Website: Where
{ hy. Nu. Amt.:-
o . DSC to be Used
t Envollment || By Ace By Applicant By Certificate Type: Signing Encryption | Sign. + Encryplion
bSO Class: Class 2 Class 3 Vaiidity ; | Year 2 Years Token: Token needed Already have Token
;- ]
Delivery address for DSC: |
| Obtion 1 Applicant producing a tinger touch on biometric device and thereby linking on the AADHAR database for ¢ KYC
| ion . . . L . L= . . . . . r
! iI{‘i'f conlirmation and supporting the Organtzation documents in case of Qrganization type DSCL This option will definitely
| ) save your viluable time and help you to obtain Divilal signuture at an case.
| fd proot UID {AADHAR), PAN, Driving License, Id card issued by State or Central Govi, Deptl.
o dp EAYa 2 Y P
- Address proot Any one from below detailed lists for option 2 (Required only for Organization type DSC only)

Crvanmzation Proof

Option 2
Non e KYC l

—r.

For e-KYC organizational type, the required docunents will be the same as for Non-eKYC.

Conventional application form on paper supported with appropriate KYC attested documents: followed by confirmation
through SMS and ¢ mail verification for class 2 and for class 3 - Video clip uploaded on Sty Satescrypt web site, Table
below mentions detuiled KY'C documents list and important points are mentioned.

|
|

[ LU LR |

Pliase Note:

Applicant’s ldentity proof
(Any Onc)

Address prool- For
individual type DSC
{Any Onc)

Organization Docements for Non-
Government Organization / Trust - Proof
of Right to do Business (POR)

(All Documents required)

o Applicant PAN Card i Mandatory)

« Grovt. Depurtment Id Card (Manduatory
tor Lo L mployees)

o Passpart

¢ Driving Livense

* Bunk Account Passbook contaiming the
phiotgraph and signed by an mdrcidual
with attestation by the concerned Bank
offieral,

Very lmportant:
spelling of Applicant’™s Name &
Company Name written on Form
shoubd maich exactly with that
mentioned an Proofs submirced.
Lise please give another proof, with
ntatching spelling,

Attestation;
Avord Black ik tor attestauon, only
Boanker or Post master or Gazeited
M Geer can attest do,

I ur Nection 1V
Person providing Auestation un Seet.d
st turnish Hisihers (self-atested) Id
prout with docamentary evidence on
Orgamzaton wesolution on Pyl Or
Pubhic Linwed Company letterhead.

«  Aadhar Card

o Voter D Card

o NMobile . Telephang bl
Aras connecuon

« LElectoeiny bill - Water
Bill

o Diriving License

= Puasspott

»  Bank statement atlested
by the Bank

o Scrvice Tax VAT
Tax/Sules Tax,

= Othee wddress Propeny
Tax/ Muntcipal
Corperation Receipt

Documents required tor Company
Type DSC for Public or Private
Limited Compuny (POR) Proof of
Right (o do Business (IMOR)

(All Documgents)

:

o PAN Card of NGO Trust

* [ncorporation and Registraton Certificate
issucd by authority such as Registrar ‘sub-
HSSURNCes

e Cupy of Trust Deed

e Copyof rules and Bye laws 0T NGO

e LCupy ol Bank Statement veritied/atlested
by Banker

e Copy ol [ncome Tax Return of last vear

« Authonty/Resotution for Authonzation to
Authonzed Sienatones for DSC
applicaton/ torwarding,” attestation of
argamizational doclments

For Organization ¢ype

DSC {Any Onc)

« Electeny bill .
Telephone all F Wter
Bl with Oftice addyess
on them

« Bank statement atrested
by the Bank

v Service Tax‘'VAT
Tax/5ales Tax,

 Proporty Tax, Municipad

Corporation Receipt,

{Address proof should

be within 3 months)

Corporate Entitics:

Copy of Company Pun Cuard

Copy of ceruficate of incomoration
Copy of Article and Memorndum
at Association (First two pawse)
Copy of stafemant of bank gccount
tFirst and second payge)

The copy ot audit report along with
the annual return pertaining o last
tinanciat year

tFivst and second page)

The authonzed representatives for
Forwarding . certifving the
apphcatton form for DSC should be
duly authorized by the resolution of
board ot directors.

Proprictorship Firna:

o Copy ot Business Registration Certiicute™
(S&E VAT : §T)

* Copy of statement of Bank account {First
and sceond pape)

o Copy of ITR accompanicd by
Computation ol income/ financial
statement Front side page-1)

Partnership Firm:

» Copy ol parinersing deod { Max of
tirst three pages including list of
parters and authonzed signatories)

e (opy of PAN card
(Frout side page-1)

o Copy ol statement of bank aceount
(First and second pagye)

o Copy of [TR accompanied by
computauon el meome financial
statcment pertaining o last financial
year (Fust and second pagel

~  Llor Company Type DSC: Authorised person’s sign is mandatory in section 4 (Auth. Letter) of (he Subscription £ Application form. with Rubber

Stawp. For Organization type DSC, the Person who is attesting on Section - 4

and on Company Documents has to provide his Identity proaf (Scli-

attested) and hus name should be appear in Board of reselution in case of Pvi, Ltd or Lid Company. In case of Partnership, other Partner has to
authorize and provide his self-attested Identity proof,
»  Round secal ol Bank is not sufticient for attestation. bank manager has to put his stamp on which his dewils must be there, The Name, designation,
oftice address and contact number of the actesting officer should be clearly visible. With this, SafeScrypt should able to trace und contact the |
attesting officer 1t required. Only the clear and complete attestation would be accepted. Attestation i3 applicable tor paper documents non ckye anly. If
seal s not visible, the seil-attested copy ol organisationgt 1dentity card of attesting olhicer should be enclosed.
~  The person whao s enrolling tor certificate on ACE web site has to mention date & time of enrelment on lep of apphication form.
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RAM SANEHI LAL
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Commassioner of income-tax(Computer Operutions),
Level 111, East Bivck U,

Yivekananda Murp, R.K.Purem,
New Delhi - 110 066,
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