
$I iq iq;.l(l.l:.~t.f.?5...'?"/ 4
95-1-13-2018

~ JOt6IPt&~Iq) "q)"f q)1~iC'1~, ~, -qc;rr
~.~'"liCf)-c:t3/1t/._/ s

Pt~~Iq).
~ ~ \J1'"lfP:qq5~.
~.~I

~- MGT awt-srur 'WAf ~O-11/2018-19 c5 Uij)I~I'"lc5 ~ ~I

PI~~lljtll'i( \3Q4Cfd ~ cf; -m ~ ~ ~ ~
~0-11/2018-19 qft ~ ~ ~ ~ ~ fcp ~ ~ ~ ~ ~ ~ cf; ~
fIJi I'til 'i( 11?IT ~ (~ ~ ~) cf; ~ GT '{OJ'("<f)'i(un ~ Uen I~ It1 ~ qft pqr qft "\ifl1l
"fIT~ tr lfr03ffio-tro ~6Itll~c "4X '4T 5O!tl1Rt1~ qft pqr qft "\ifl1l1

~ ~ ~ ~ cpr 50! enl~I "I fcp.:f-fcp.:f tllil 'til 'i( 11?IT ~ fcm:rr ll1lT

~ ~ ~ qft CfllIT qft "\ifl1l1 ~

~O-"lI"~1 ~

~ ~lll~~tl"lli~'"(liojp).
~. -qc.:rr

uRl~fCl:-
1. ~otTo ~. ~ li51P1~~len cpr enl~f(11~. ~. -qc.:rr -cnT ~ ~~ I ~

~ m tr ~6Itll~c "4X ~ fcm:rr "\ifl1l1 "fIT~ tr Indian Trade Journal, Kolkata
cf; 3lcP ~ 5O!enl~I"I -gg Government of India, the Controller of Publications, Civil
Lines, Delhi: 110 054,(Tel No. 011-23812527, FAX: 011-23817846), Email Id­
sk.mondal.dgcis@nic.in cf; qffq-x '4T ~ ~ ~ ~ "\ifl1l1

2. Government of India, the Controller of Publications, Civil Lines, Delhi : 110
054,(Tel No. 011-23812527, FAX: 011-23817846), Email Id­
sk.mondal.dgcis@nic.in -cnT ~ ~~ ~ 3l1(H~CP fil:R:rr~ ~ I ~ ~ fcp
"\3Cffi ~ "CPT 5O!enl~I"I Indian Trade Journal, Kolka1llcf; 3lcP ~ ~ qft CfllIT qft

"\ifl1l1 ~ '),-'\.\"" \
Wffir st51PI ~a1q; c5 tl51l4 if) (q=q_o).

~. -qc.:rr



Police Headquarters, Bihar, Patna
Notice Inviting Tender No.-11/2018-19

1. Name of the Department: Office of Director General of Police, Bihar, Patna.
2. Last date & time for the acceptance of the tender: 16/1112018, Till 02:00 PM
3. Date & time fixed for the opening of the tender: 16/1112018, At 04:00 PM
4. Place fixed for receiving & opening the tender : Office of Director General of

Police, Bihar, Patna.
5. Details of Job:

S.N. Item name Quantity

1 Work Station Desktop 136
2 Laptop 68
3 CDRJSDR Analysis Software 01
4 Printer/Scanner/Copier 01
5 Mobile Forensic Software (Mobile Edit Forensic 01

Express)
6 Write Blocker (IDE/SATA/USB) 01
7 Digital Evidence Forensic Analysis Softwae 01

Specifications and other terms & conditions of the tender may be

obtained in person from this office or may be downloaded from the website

www.prdbihar.gov.in or www.biharpolice.bih.nic.in.
~~,,_,

AIG (Q)
Bihar, Patna.



Terms & Conditions of Tender No.-1112018-19

1. The tender should be submitted in two parts: (i) Technical Bid and (ii) Financial Bid,
duly sealed in two separate envelopes super-scribed as "Technical Bid" and "Financial
Bid".

2. All relevant papers/ E.M.D.lcertificates/specifications etc. of items should be enclosed
in the Technical Bid.

3. The rates of the items shall be quoted in the Financial Bid only.
4. All charges like IGST/CGST/SGST etc. shall be clearly mentioned in the Financial

Bid and the net rate (in figures and words) including all taxes and duties must also be
quoted. Vague offers like indicating taxes "as applicable" will not be accepted.

5. The rates of the items shall be quoted in the Financial Bid in two parts:
(i) With AMC (Annual Maintenance Contract) and (ii) Without AMC

6. There should be no cutting, over writing or correction on the rates.
7. The technical and financial bids for each item should be submitted separately in

separate envelopes. The technical and financial bids for more than one items submitted
together in the same envelope shall not be accepted.

8. If the financial bid is submitted in the same envelope containing the technical bid then
also it shall be summarily rejected.

9. The technical and financial bids should be put in two separate sealed envelopes and the
envelopes should be marked Tender No-ll/2018-19 (Technical Bid) and Tender No-
1112018-19(Financial Bid) along with the name and address of the firm. The sealed
envelopes containing the technical and the financial bids should be sent in another
sealed envelope which should be marked as Tender No-1112018-19. This envelope
should not bear the name and address of the firm.

10.Income Tax Returns of last three years, a photocopy of GST registration number of the
participating firm and turn-over of any two of the previous three financial years should
be submitted with the technical bid. It should be specifically mentioned whether IT
return has been filed manually or electronically.

11.The turnover of the firm for the last reported financial year should be at least equal to
the amount of the supply order which is being issued. A copy of the profit and loss
Account of the firm for any two of the previous three financial years, certified by a
Chartered Accountant should be submitted along with the tender. If the tenderer is
authorized dealer or authorized supplier of manufacturing firm, then the certified
details of the turnover of authorizing firm may be accepted. Tender specific
authorization from the OEM must be submitted, but in certain cases where
authorization from OEM is not required, the Technical-cum-User committee (T.U.C.)
shall decide about exemption (if any) on a case-by-case basis; citing appropriate
reasons for the same.

12.If there is some discount in the price of any item, it should be deducted from price
itself and such discounts should not be quoted separately.

13. If the product is available on DGS & D rate contract, then a copy of the contract must
be attached and pricing be done including all taxes.

14. A copy of the test report for the product issued by any established and recognized
private Laboratory or by agency accredited by the Government should be attached with
the technical bid. However if required, the Technical-cum-User committee (T.U.C.)
can take decision regarding exemptions/relaxations (if any), citing appropriate reasons.

15.In case of Bullet Proof/Bullet Resistant items, test report of TBRL or any Government
Approved/Recognized Laboratory is compulsory.



16.Firms participating in this tender shall also submit duly sworn affidavit to the effect
that " this firm has not been black listed/debarred by any Government or Semi
Government or Private Agency and no sister concern of this firm is participating in this
tender."

17. Firms participating in this tender shall also submit the self attested list of users of its
equipments.

18.All items shall be received at Central Clothing Store, Patna; therefore price should be
quoted FOR Central Clothing Store, Phulwari Sharif, Patna.

19.Firms will have to deposit a sum of Rs.50,000/- (Fifty Thousand) only as an earnest
money deposit in the form of Bank Draft duly pledged in favor of the undersigned
along with the quotations. The small scale units located in Bihar shall not be liable to
deposit earnest money. Exemption from submitting E.M.D. will also be available to
those who are registered with the Central Purchase Organization/State Purchase
Organization and National Small Industries Corporation (NSIC).

20.Technical Bids will be opened on scheduled date and time in the office chamber of
Police Headquarter. Representatives of the firms competing in the tender may remain
present at the time of opening of the technical bid.

21.The technical bids will be opened first and placed before the Technical Committee of
the Police Headquarters, Bihar. If the technical bids are found satisfactory as per tender
conditions, it will be put before Central Purchase Committee of the Police
Headquarters, Bihar. The firms may be required to participate in the demonstrations of
the quoted product and discussions with this committee.

22.Any paper/document will not be accepted after opening the tender.
23. Successful firm will have to enter into an agreement after depositing a sum of 5% of

the total value of the order as security money in the form of Bank Guarantee duly
pledged in favor of undersigned.

24.The firm will be required to provide satisfactory after-sales service after the delivery of
the product.

25.The firm will be required to supply all the items within the stipulated time frame as
mentioned in the purchase order.

26.Payment for the delivered items will be made only after the acceptance report of the
Inspection Committee of the Police Headquarters, Bihar.

27.The firm whose quotation is approved by the Central Purchase Committee of the
Police Headquarters, Bihar, shall be invited to enter into an agreement with the
undersigned.

28. It is expected to submit the duly filled chart attached herewith, along with the technical
bid if not the tender shall be summarily rejected.

29. Indexing of the requisite documents must be done and submitted along with the
technical bid.

30.Hands on training for 3 weeks of the equipment must be imparted to the user group by
the firm after successful installation.

31.Director General of Police Bihar, Patna reserves the right to reject any or all the
quotations partially or fully, without assigning any reason thereof.

32.The Quantity indicated may increase or decrease at the time of issuing purchase order.
33.The bids must be include the data sheet of individual item. ~~~,

AI G(Q)
Bihar, Police.
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1. Specification of 'Nork Sta~ion Deskl_Q..Q

i$Pi«lfi<~iiii~ ; s"sp~~iliCii\i6riN"ni~ - ~ ;;1 ;E.Lue~ .cD
Processor I Processor Make Intel I

'--------._-_ .._-------------- _'-- .

GraPh;~----.I~~~~;~~~~r':~~~.===~=J!~~~::'.'--
r-- ~-phjc :vie~~,ory'____ _ __ j~_GB _
Operating ! _ i Win 10 Pro
System I OpeC~!ing_System (Pre-loaded) I' __.,
RAM I Type of RAM Latest

~ - -------- ..-----T----------__II Rl\1v! Size (Ga) I ;3

r------ ! AM Expandability urtoJGB) ------=-tr~~---------------I
Storage I Hard Disk L TBr--------_II ~
Cabinet j Cabinet I Tower1------=---+---- 1___ _ -;
Connectivity I Wireless I WiFi

t------- -L~_;i:i:~_~_i~!!_~~!ivity..=:_~= T~O-/-lO-O-/-1-0--00--j

b:~-{~~~~~:~~~~~~;;:=---====it -----Il:__" =~;~?:,~~~L~iG~~ii_~r~-(i,;~_-~_~-~=-__===~-=:~-i~~~_~9~jO_8_0_~
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Input Devices

Generic

ED screen
00 Watt
'25

"es

~tical
tandard
'es
---
es-_.

-_.

L___________ -1-

Power SuPPiY (watt) SMPS . .___ ..1_5
! ROhS C~rnpdance . . . ..... I \
II BEEI EnergyStar for the given Model -.'\-'
rvious~ . ~

Keyboard 1~
Optical Drive
tnternal Speaker ! Y

I On Site CErvi warrantv (Year) I 3

2-. Technical Specification of Laptop

Specification
-'--"-' ....... ' -..---- --_ ...__ ..._._._----_. _._-_ ......._------_ .... -"- -_._-------- ----_._------,

Specificalion Name " ~..'. .-.'- .:'Values

Processor Processor Make Intel

Processor Geneiation Latest generation

Processor Intel®Core" i7jig

Graphics
Graph!cs iviemory (G6)1-- . .--- .-------. -- 1- ---- - ----- . -4

Memory Type of RAlVi I Latest~-------------+------------------~
RAM Size (GS) 3

DedicatedGraphics !ype
4GB

RAM Expandable upto (GB) 32

RAM Speed Maximum

Storage SATAType of Hard Disk Drive
Hard Disk Drive Size{ G8) lTB

Operating
System

Operatinq System Win10 Pro

Ports USB 3.0 or higher (No.) 1
-

~C-o-n-ne--c-t-iv-it-y---~~:L~~!t~~'''eciivljy• -=-~::-_IO/l~~O<! ...•..-------~
Wi-fiConnectivity 802.llac_._._---
Biuelootll 4.0 and Above

Display DisplayType Non Touch
15.6Dispiay Size (inch)
1920x1080

.
.~
,..

Additional
feature

Display Resolution (Pixel)
I

Webcam (HD or Better) 1 HD

Miscellaneous Optical Drive I Yes~,-----------------------~,--------'------------------~
Keyboard Standard

.~-----------------------~--------------------------~
! Ci!i:-Y case Yes

I--p-o-w-e-r-----+I-B--~--'-t-le·-ry·Ty:pe-(C-i-:-O-:1'-'Li-pd-ym-, e-r)--I~j~-S------'-'
Battery Back-up (Hours) I Minimum 7 Hours

~-----------+------------Battery Vv':manty (Ye3i)1------_·_----------+1-------·_--------1
On Site OEM Warranty (Year) 3L- ~ ~ __. ~

Warranty

Trusted P;atl"01m Module Enabled Yes
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"3 Technical Specific2Llor)S fer CDR/SDR Anzdysis Software

SLNo S~ecifj;:ations
f---4------------ ------------------.-------------

1 Data NormaHz2Ucn : C2.~2.received frem different service providers in
different formats; the d2~2.should be imported without any extra manual

efforts made.

1.1 Convert Exponential Values

1.2 Interchange Columns---------------------~
1.3 Prefix numbers-- ------- --------------- ----1-----+-----------_ ..
1 ~
.l..~

------ r----- -

f---+----------- __.__. ----------------- -1
2 Various File Formats: T::e software must be able to import all types cf tile

formats :::;c:=:\,ed frcm dllfer ent service providers

2.2

-------

2.1 Excel (xis, xlsx, csv)
Text Files (txt, doc, docx)

HnviL(.html files)2.3
Adcbe Reader Flies (pdf)2.4 -.----- ----- ------

:'.1S SQL2.5 - .._- ---_ .._---- -------- -------------

TDRs (T'J~verDump)
.---- ._-----_._-- - -----_ .._-_. ------_._ ... -- ---- ---

2.6 1\/lS-Aecess\mdb, aced b)

3 Different Types of Fiies : Software should be able to import different types of
files according to the cases.

CCRs [Norrnal/l] ....iEi CDRs)3.1
3.2

~--f------------------.- -----.-.. --.-.-- .-.-..- -- _._._-------

I----+--- __ --_------- ..----.---.-------------------~
4 File Integerity : It should ~1.2int<!i;~the integrity of files imported using

standard and accepted algorlthms,

5 Single Window Data impc,rl:r.g : haif of the Anaiysis is completed if the data
is imported accurately. But most of the users find it difficult to import CDRs,
TORs, IMEls, IPDRs Ircrn dlffe:-er.t windows. All Data importing into should

1---+------------- -------..-...-.--------------- --------..-

f---4--------------- ------ ..-
6 Direct import of 2ttacher:.~ents i~c:~ :.,~~ilbcx : The soft vrare should be able

to import the files directlv from tilG mailboxes: which wiil be convenient to
the users to save the data directly into software.

1----+--------------_ .._----------------------------------..----
7 Dashboard: Dy"r;mic i)'-lsi:bcuushul.!id provlde quick overview and key

information ·....iti'. gr2phicai pi2senlation on a single screen so that
iniorn~a~L.:.:r:~.,:;...!l.i !.:,~~...,)c,n;tored at a glance.

6.1 Should be able to in~p:,'i: the data held in the clipboard.

------ -



.-----~------ ---

8 Data Analysis: should be abie to perform the following analysis---_._----------_._--- _. -.

8.1 FrequencyAnalysis ._------

8.2 Matrix Report ----_.-

8.3 Number Tracking
---------- ------_._. ._,-,.-_.-

8.4 Pattern Analysis ---

8.5 Auto d.splav the opposite party iocation
._----------------

8.6 fvlatcningMovements of multiple suspects._----_._-----
8.7 !n-ii.odr;1ers

8.8 States!Countries Connections

8.9 Work/Home/Hideout Locations

8.1 Frequently Visited Places

8.11 Movement Analysis

8.12 Day/Night Callings
.._---------_.----_. _ ...._-- _._._---_._-----_._--

8.13 Suamble Number
_...-_---- --- --- _-_------ -.--_ - -_._ ---

8.14 Common Nos
---_._--------- --_._-----_._------

8.15 New Number Analysis
--------------

9 Data Visualization: Should be a graphical interactive tool to analyze the
CDR/Tower data by creating dusters or groups making them more accessible

and easier to understand and should have the following functionality:

9.1 Should generate the tcliowlng types of Layouts/Charts
.---- ._-- ------------ . ..---_---,-- -_-----_._---_._-"--- ---------_.-

9.2 PeacockLayout

9.3 Circular Layout

9.4 Hierarchical Layout

9.5 Tirnellne Layout
-------_._---_._----------

9.6 Should show histogram ar.d shew the common data between selected nodes.

--"-------
9.7 ldentify the Node ':!.lithmaximum density.

9.8 Shouid be able to fine the shortest path in the network.

9.9 Should be able to find the longest path in the network.

9.1 Should highlight the common numbers.
----,~-------------- -_ ...__".,---,--_- --

9.11 Should be able to identify the common number with maximum density.

---_._-- ---- .-
9.12 Should Identify the CDRnumbers.

9.13 Should Identify the CDRnumbers with maximum density.

9.14 Should help usersto quickly visualize and identify the common elements and
patterns hidden within data.
------

9.15 Should allow users to perf:;;-n-.d;-iLdown on any graph or table to view the
detail breakdcw.: on any value during the course of analysis.

---

9.16 Should be able to provide data Filtering and Sorting on various
fields/properties and provide analvsisand visualization capabiiities or. filtered

dataset.
_._.-.---_._------------

9.17 Should be able to SI10\'" LinksC::3;t ::1 different levels up to 4 degree.
Should produce dyna:nic briefing charts by inciuding photographs, and

--
9.18

electronic documents.

9.19 Should be able to search for the given number and highlight the same.

9.20 Should be able to move the required cluster of nodes or required nodes to
n<2\N analysis screen.

------_.. --- ".- ----_., ---. -- -.-_._,-_ --._ ..... - .._----- .._--_._---------
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9.21 Should be able to dispiav the SCi, of the seiected number.
_ .._--------------- ._-------._------

9.22 Should display the details of the selected number.-- -

9.23 Should save the generated chart as an image. ---~--

9.24 Should be able to change colors fonts styles of the network.
-

9.25 Nodes and Links of the graphical representation as per user's requirement.

--_._-_.------- _-----_------- --------_ .-._----

9.26 Should be able to remove the ;,ceJ.::;5 that r.ave links equal to less than the
given number.

9.27 Unwanted or irrelevant nodes should be removed on single click.

10 IPDRAnalysis: Should generate following reports from IPDR:

10.1 Should decode the destination IP to ascertain the nature of internet activity.

10.2 Should decode the Ce:llDs to see the movements.
. -------.---_._'--

10.3 Should generate summary on various given parameters.
f--- _--_ .. --.-------_._-_.-.-_.- .-" - ------ -.----,-- ....--- .- - -_.-_._- - -. -- - -----------------_._-----

-- -----------_. - ..-- _..-.- _-_ ..- - ._-_,-- .--.-.-~--

11 GEO Analysis: Shedd plot and !1:'1Ke a virtual map with respect to lime and
be capable of graphical presentation of location fixation over either GIS

street level map La be provided with the system or en the freely available
street level maps Irorn providers

11.1 Should intelligently animate the path on map travelled by the suspect

11.2 Should be able identify and highlight the towers that are iocated or closest to
seiected area.

----_._---_ .. _-_-- -- - _.. - ..~ - -----------' --_ .. ._---

11.3 Crime mapping should be able to map, vis ....alize, and analyze crime incident
patterns .

.-
11.4 Find Route Directions: It should find the nearest route directions between 2

places selected on maps; which enable the 1.0 to choose between given
different routes to travel from Source to Destination addresses .

._-------_ .._-
11.5 Geo Fencing: Should be able to defines a virtual boundary 0:1 geographical

[,,\i·.Ps.
------ --_._--_ .. ---

12 Quick Analysis

12.1 A feature that enables users without importing CDRs into software and
enables the user to QuiCKlY analyse and generate quick reports such as

Frequent Calling Nos, Night locations, WDN Nos, Suspect Nos etc; after which
the 1.0 can decide whether to continue with the further Analysis.

---------- _--
13 Behaviour Anaiysis : System should guage any change in behaViOUR of

suspects :.:etwee:1 use: defir.ed time periods.
--.-.---.-~--.--.---.--------'- -----

• I • •-~--..--------. ~-. ------ ..---.- .....--.--

14 Intelligence Analysis : Syster.-: sno'1Id SXt:-2C !r:te:l!ger:.-:e from huge volumes
of dat2 based en L!5E:r defined criteria.

----------------------------------------- .._------- -_._--

-

15 Search Features:
. - --

15.1 Search Out of Box: USers can searcn for suspect numbers in whoie system.

._-_.---------- ._-------------_
15.2 Phonetic Search (Io: ex: saleem.selirn.saleru)

._--_._-_ ...._- ._-----------------_._-- ._..-_----- ------ ~- ----.-----~-----.- ._._-_.-



I..
15.3 SDRSearch by i\)2mes, :~_d>::~~, !~.ddle-s. DC/\ Service Provider, State vice.

15.4
1---+---------- --..--------._------.---------------.-.---...

.------ - -----1
irv1EiSe2:C:~/iivlSI Search

-------
15.5 CDRSearch Parameters according to Date, Time, Numbers

1----1-------.------------------ -- --
15.6 CelilD's search, Lat/Long search. Service provider/State vice Ceil IDs search

1----1--------- ------------------------------- ..---
15.7 Geo Search (Area, Celi lOs, Nearest Tower Search for seiected area)

I----I--------------------------------~
16 Data Matching: Should be abie to match the data with other external /

internal sources without being taken into the application and should have the
following Iunctiona.itv:

I-----f--.-----------.-.--------_.--------------------------.- ..-----j
16.1 Should be able to n:2lci; v!'th external data files.
16.2 S;)ouid be ao:e to mat::h with the ODSC

16.3 Should be able to match with other analysis
1-----+-------------. -_
16.4 Should be able to match with the Gee-Fence which is drawn on geographical

O"ldPS'ike Google maps j Bing maps.
I------jl----- ..- ..---- .------ -- -.-----

17 Case Management: Software should contain an option to store ail the case
related data; like persons involved, their numbers, its media etc. This data can
be considered/compared with the current crime scene; which will help the
1.0's to find out the modus operandi or can get assistance from the police

station/l.O of crime reported.
1----1------------.---.--- ----..--.----.----------.--- ----------j

17.1 Adding persons names a:le: :!:ei~ \icbi:ejIME:j;;",Si Numbers
1-----+-------....--..--.
17.2
17.3 '\i\/eapcns used durlng :ria1e
17.4 Statements of various persons involved in case

17.5 Articles Seized

17.6 Media Files (Audio/Video/Cc IV)

18 DataRepository
---------------------------1

18.1 Should be able to add entities.

18.2 Should be able to add data files, documents, media files like audio video
images.

18.3 Should be able to add notes, iinks to the entities.
1-----+-------------..-..-.---..--.....- --------- --..----.------- - ----.--
18.4 Should be able :_c store a::d :;,lGW the gathered intelligence.

I----jc-------.----------- . ...--.-....-.._---.-- .--- ..-.--.-.-.----

- -_ .._-_. . __ .._-_.__ ._-----------

..----.--.------------- _._--1
19 Other Databases Coiloaboration

---------------------------~
19.1 Should be able to add data connection to the external j third party databases,

external data sources.

19.2 Should be able to match the data with external data sources.
-------1

19.3 Should help users to identify' the common elements and patterns.

20 Should optimize to connect multiple back end software thus giving flexibiiity to
user.

1-----+-----------------------..-. -------.---.-------------i

-- .-

..-

21
1----1---------- ----- ..-..-...--.-------.- ...------.-------------1

1---+-----.--------.----.------- .... - --
System should have LiOU::t ,1 ai.tcx, WI .ere a user can send & receive mails

directly from the scftwa.e '"!\:c!,:ii:1g ,;Ur:1C:;CUSwindows OI1~Osyste.n and ge~.
oaffled between the same.

'------'-------------------- -_...._-_ ..__ . -_._-- .....- - -_.-.. ._. _._---------- --.--..--
i
I

!'



r---r---------------------. --..-..---..
22 Multiiinguai Lse. 1.~[e;-i:~"'::2S;I'::':"'i~ .ji~,.Y.·1oySc: lC Scle"::_tih:;;i" "";\;'JI) jJl-\.:,t:;rred

t-----j----- -------- ..-------- ---. -.----.-'--'-.-- .---.- .----.--.--.--- .

~. Specification of Printer/Scanner/Copier

SI.No. Parameter
.--.----- -----------_.
__L_ __ :":ilJ~O

2 .._ Print_I~~_:_il;-.o~L _

3 FU~Cl:C:'S---_.'----_._- ---- - --_ ..._------_ .._-

_._, ~~cificatjcn.~~---.-------~

l- - ---- - -- -------- .~~~§~- -.---------t
i. , Pr:;1t, Copy & Scan
i -~------~

4 Print Sceec ':\4' i 24 PPM or Hiqner-----+---------".------, _L_._ - - -,-- ..----------------'=--'---'--'-'-'-.:...c.__c--"->L'--'----------i,
5 First PaJe Out i less than 10 seconds or bettert---'-----t---------'---'---'--""-----.---------r------....:..::=-=-=:.....::..:..::::..:.;_.:...=....=-:=-=.:..;-=-=--=--=-=-::.:=---_-j

t-_...:.6__ ----+ ....:.P....:.r...'-in"-t-'-R...:.e"'s_::_olutOil._._,._______ 600*600dpior be_l_t_e_r ~

7 SC2:~Typ·3 .__.__~---------------------F-la-lb-ecJ.---------____i
----..!!__--r---- - _~c:9_Q_T_cchr.o:c9} _ . C'Jr:ln_c~ifl,?ge ~e;,~c::_(~l§l ____i

t-- 9 Scan S2~~ (~,,~) S_/It\i.::._~~i'?~ +. _5._i-'?lvi Cr_;~1Gr~_ -----.-------i

_.-=-=-_-+ S=--=-c~nReso:ut:.2C:.__-------1- 1200' i200 dpi

/------':...:.__+-__ ...:::D'-"lig""-,i=ta:.:..I-=S-=en:_;_,d=-:i:_;_r.!.S."-~F_=C:.a=-...:.:IL:[es__+__ ~_Cin to_~maii. scan to ClQQlicalion. scan to file

/------':=....._+- C:::.o=.J~c::..L-S=:>iJeed(A:D__ 24 CPM Oi more
Multip:e GQfli~s .__ _/_ . 9:..;9:_0.::..;r_;m-'-'-'-oi:_;:e'---- _,

t-- -j- R_c_s:~:~!_8. ; -! . 2_5_-iO_O_'l-_'o ____i

t-_--"-_-t- P_r:_;:o_cc-'--es-'-s_q~c:~:; -+-i--.------~Qgrv;H~__or a::o·~~ ____i

I-____;:..=__+- .__ i~vi:=.:..:e;;;.?_;):___ _ r 128 MB Or!110r_t._' -1

DUe'; '::>,'c:e i 8000 oaoes or meret-----t------- ----.-'-.---../.------------ ..--.--:--------------~----- ...------___i

Recommended i,:(;_,:~i'~}_i~~~;_~:·_9i,.;;1:e~i-_. .__2_0\.l_'~O_P.agesOJ :-no,_r.;:__e -;

r---_-j- ~.!:·I~_.;~;·":t; . .. : 1_t!i-~i-'c~,j U§l3._2._Q.l__sli;~_rn(;:J:!..E:.~.\!ork. built in Wi-Fi
input T;8' S It---'---t------"-"'--~'-'-.c.=~------·-·-·---·-c--·
Outcut Ti~ I 100 sheets or more

'----==-_...L... ----'V:...::..:;Va;rani.,. _l Comprehensive OE~I Onsite warranty of 3 Years

1. The mobile phc:e ~crs;isic software ShOJici extract Zlll data from a phone
. This data should :r:ci",j25 d,=ieted data! cali history. contacts, text
messages, n"'Iu,ti;-neG;3r.12ssages, f:ies, e\i:2i:I:S: notes: password,
Facebook, \Vha~.sAi':;i:'2.-:0 ."':":;;-;ilj' c~i12;·'::.

2 Reports sho "l" "J' .-,_ ......~..., •• (..... i .~ :::;'-,:: ,/,.~ ,~.-iT".'; F'I'-''''':::ll-sor one can
.;:I .., u I\..: Lct-';:::: ~_.:....iC·.... .,. ;. :....,...:" ,. '. !_'._' '-'. ~ i . I I!,_ I ....' , • i lu L

generate data eXpon:s CJu':p::Uoie ....vith ctne; data 2lriaiysis tools in cyber
lab.

3. Solution shouio ex,.-..::.-:t\:.-;:;ica :TO:J~ c:"l;nese phoIies.

r
I,



•
4. Solution snc.. \.:'~'-::\..-'~,-~::[3 , .....r r • :":;"';<...J.

5. Solution 5110......:,.1 2/\~.'2'::l _;.;:;eL.=j ':':~C2,

( 6. solutron shout; 5. :_';::;.J;-t ..':-~y.::.,=3i CI.J~:2aCC;ui5itioii
7. Solution ShOL':.(; ::;,-,.:..=:=:;L i:;i'.(.. ,\.-: -'." ....,c~:::g.
8. It should su;..::~,_::.. :-.=:-: . :'.''':;~~ .-::_ .~'.C:=;cf :>3:~jS:2[S.
9. Solution she ....,c. '::J;;:'c.;'~ c;_;~c:-~:et2c~;c;~u'-';;;.....; acqJi~~::~:on!with both

logical and pll/.:;;-::::; ::~;L:;s;t:C;iS, TiC;<2S it easy ror tr.e examiner to
immediately start ail .::cqJ:slt:0i1 OiiC2 tlie device is piugged in.

10. It shoulc lia\ e access to .ccked backups of a phone by using
password and <'1;\ creexer i:lc.Lc:n; of Ipr.one.

11. It shou.c Ce .:.:.:pac;e of 2x~rc:ct:r,g ffiJlt:i)ie phcr.es at same time
and generating ;:~~'~:!:i2 c_~;.::'-.:tsrcr 22Cil one to speed up investigation
process.

12. The handset S .J ,. \. : L ::.L 1,::;Lc.::. :,2.~_:s:.::~.s:iicl uji:~g operatinq systems such
as iOS/ Andre-c. i3.;_~.::;.,>::; :"i '"".:,-._::c~·;s:-TiC::S.. Syaibi::.:;':/ [Vlediatek,
chinese and CD;-i;\ j::<':'.:::5.

13.
14.
15.
16.

I
'j
I

Solution snoulo have SL'v ; clonlnc access cards for forensic use.
Solution shcu.c corne with three years of warranty.
Bidder snoulc be autho.tzed from oci'vi.

. _ i

• Write blocker should ;12\:8 Ccicr ieo indicators for "write block" or "read/write" mode
visibility

• Should have USB 3.0 host computer connection
• Should have SA-ri~~pc,v~c.·cc. !:-:c(~to{"s.cr JS\ ices
• Should have f-~2~_:~, .'\.:L~~-~:,~.::~;~~2~1:~~8S~_·C C!~~~!8~..·!;~:s,pcrts
• Solution should ,,>::;'-i:e·'.vi~:,~.::':::18:2rd SSJ c::.dapter,PCie IvL2 SSD adapter with

suitable Cable.
• Thunderboit to F:re;;::e C:2i:,e 2:-:0 uS8-C t::: GSB Cabies arc; also required to

conne ~t3"'0' ~~'-"';-f'" .'.1.\·......\ ::-o~!-,;"',::.-::: :._ T.,..<.·'o' ,,;~:.- 'v',-,dcL,; i i c.:.L..\..~'_1I _ .lo .... L· .... _. ....J •............. 1 • __• ~ ......t.. L.i.,-.\. i •...;........

power cabie, S/\7.\ Jata "':2::;8, 3;'_T,\;-)o\ver ':::':,::<8, 0i::',S Lin~[iedcable, 1,8" hard
dr 'lve adaptp~, ? r.; f"~"'r: u';-:v,::> ~1."';;:l:'.;,::>r :\·!!,~;o;.::~~!~2d-::;-·:'-'>;-U,~R3 cable Blade type- , _ . ..., .-. - ••• - - ....j-~i""" .........: ~.... ""'. ._"..,_"'_. ",~,""-'_" I - - I

SSD adapter, ZiI= aos;:t8r set: UF adapter set)
• Solution should r:ave 2cid;i:ici',3;fac:iit)' fer data recoverYi 8cquisition from different

kind of storage ,:L:: J ;,~":;2 ,·;:.:cL ::):-:':::'·_:1:12.is,:;;-:3\'-8 b;_,:ic.,·...nlenUoned features:
Data recovery scit"·.c~,.3 .·:::,::C.·':.:-~~ej::::\:2j f:!'':;:'3 ':';;~~!:'L;,;d[:-c:n t;'e vVindows Recycle
Bin, fiies lest dus :'::.':.' '::. ,," :~,:;; ~.;:..:.:~.~:,jJ:;;s, .:."fiies removed by a
virus, 'fro_i;Hl ji"::"':~\" " ..:;~,':_.:.:~.'~"~~~~":"'.~::~..~:_;: C:i" sc{t....;/are failure.Recover



(

docUlnents, ph"l":2, '.
FAT( 1?j1{~;"~\ .,.. - '. '

:._ IV: .......:..,'~._'... '..

-.--'- .~.

and Hi=X'":6\·\ ':'. ;1""-- \. J '_ f......._.• have RAID recovery

• Solution shouid .:c::~s '.'.:". v:::-::3 ~. ~ >te.-;"':e ::C;e:·,E.(. 02:',:, i'~e2-:'.:;' ,<,vithRead/ Write
switch, shoJid rave s ...ppo;, 'J f:..~L,:W;:li:j '-";":U';,e,_,jz. car,j .c ..r;~?ts (.~onlpact Flash Card
(CFC), ("licrodri\e \.\i2), ;~ls:;.:..:)·S:i·)i(C2.:d \~\iS':;, :.·;"',-!;c;·Y S~;":"'.. -::,0 (MSP), Memory
Stick Pro 0":0 (i\lj.'3:-:)[;,:, S.;lE;" ;·.ic.:i;,., C2r:i (.'3:\1(:), X:..: ::;~';G ,)<'0 -Secure Digital Card
(SOC, SDHC anJ sexc:;, .,..CiC ·S;:),;\';Jitiir:eJ;2 C2:d U\'it'viC)• Firmware ,·....d~'~,~s'~-,., ," "e ~-"".'j": eo ~".." 'l"~ ~\. ai, ,(:,..~ "~e ''''It'~''ran''yPerl'odYV '-'W}-i CHe;:; !.i,.,w; .... ,_; l-"V.'·..J.... ICl:;;.JC!oIi ,-,jll~ll; • CI ru

Bidder should P:cv:ci& C'Ci\i: a:..:t;"luizsUc::fer thE:same pr.Jjsct.
Bidder shco.o be :;l ~j~eG.~::=.;::"'::e'~sic business ic: aL-;e23~ 5 (Five) years
Bidder shoulJ h~r.'::; 3.:.:;J :3;:~.:;::,: . Xi .: 2t-k!c;sl 3 !.:.:iia!l ,,·~.Jvemment
Organisnticn f£l : --:::-' ....

•
•
•

Solution allows yell to idei~Uy 5us;.;ic:ous ,':;;esoi:': 2ctJl,,':Ly ,vith hash matc;:ing, drive Signature
comparisons, e-maiisj me:i~cr)anj t:i:~3:'Yd2ta.

• Shouiu ;=i. ;CjUt2:o " :,=.~,,~. .._ :~, ;_
Shouid Sea;'ci: :.':~.:.:. i::. ~ ,:",~"~:_..J-:__;c . c::. _.'.-:. L:~'.: :::~:,..::.::.~oi~~: :e
Should 5::2, :.:h ::.:, ; '" ,. ,

i,iezi!'a and more

•
• , ,

• ShOUldRec:Jve, d: ~-,:':'. _, ""-"'-~~~~~;';:'::-.::

• Should Uncove, :-C·:::;,.t .::·.L. i~< :/ .,'. -~S:~2 '.'i.:;,ts: ::iC~·ii;i.JJcis2::e.; iC9ins
• Should Collect de:~(;:ie'_; :i:;~i;:~i~;L:JC',·i1:.9l!O:}
• Should be able t.: ;~~;fC:-.j: ,:355':,,,::,:; :-e'::':'.'2;\ f:-cm ,-,eo browsers. deCiyption of officedocuments
• Should Discover 2:ld r2v2=:i ili.:!cier: 2i2~~ :ii ,/GL.'i' hard diSk
• Should BrOWSe \'J:u,~~_,;:;.-.:;.:..::,,:. ':.;')ig ~c 522 ;_:.:s~ '::'::I'SI0115 0; (-l.es

• Should Verify ane: :',;(2:.::1'". .::2':': ~."'U, 1>;;)5, S/-;..\-~ and SHA-256 h2shes
• Shouid be able L.::- ,.:. "- :', .'s :::! ..:~!;;;2:: \'!;~':;:'2the c8ntE:i1Ls don't ;'::c;LCtl their extenSion
• Should be able to -.i22i..: ·2: :i -~: ;':20(\1;2 .:;:g;,at..:res lc :GI=ntify diffeiences
• Timeline viever si:c:..d(.;;SQ,:_.~ J ,;':;:.,2; :-=p;·c;se;-.tct::Oi1 c:f system activity over time
• Should haVe an op~::c:~':)i" ;': .... ':2'.".':::' :.;-:-:3l C2:: d:spiay Si::--eaills: hex, text, images and metadata
• Email vie~\'cr ShV.L _:.,-<
• Registry vie'live:-S.:::~:ij 21;:;~'~2.::::')'::::233 t,,) \Vi""jC'AS :e';;is~!'/ h\'2 fiies
• File systenl bror,s2: ::.:(;.1... 2:<i:,;::·-'::--!:ke :·:2'..;;a~:c:;:{ :JUj~;":;_;it2~ri2 Systems on phYSicaldrives, voiui'nes ar.::' ;:;';2;.:::
• Raw disk viewer sh:]\.l!c.! r,3'";ga~2 :j:;~isea:-:i1 th;ough the 'aw disk oytes on phYSicaldrives,volumes and il112925
•

Web browser shcwio t!'J.\SE a:-:dC;.;t:Jre on;:;~e cO.-'i.:2I:L rOj' orFline evidence management
ThumbCache vie'·,2' L:': Ci'J ;::;2 ;:;-;2 '~.\j:r:c.C\-\'S :~;~U;:Jb":2:: c.a(.i12(;aL~Qasefor evidence of
images/file.:; th2t :;12\, :: :,:',:::L':::2 C:22ii !;-. the S':1;:'(.2,:',
SQl 't .';:,L.,' ~c:~ "','c:' ....•. ;_, l \.:",. ""'~ ~"1'" ..... ,,',,-'" •.•.• ;."-""_;!'~ t-SQl't d t b eIe UOl,:,;Cc_e .• ,•._~ !_.l·,:.:: ... ,_ .:'=~.~!:c ::,.'_' ::.',.,).,::._ c!le "':"c'='.w 0 I e a a asfiles

•

•

• ESEDBV:eWEr :~:, < ...>~\'.
comrr.Oil st,)rag2 (,~~';'2 ~ ..;~:eYe .. ~ '.. ~': :C:::U?:.iLs ·:;F :=5E 05 \ 2,_,0) database files, a

.
to



'-
"".,.

•

( •
•
•
•
•
•

•
•

•

•
•
•
•

t/Prefetch viewer .: -,st. JO':;. _,:\ t,'.; ::::::2 :::r:d :'j'equency of epplicat'cns that been runnninq
on the system, a,.:: t.:._., ;'c .:.,:. -.j ~:-.CoC/~:;'s P.~efetcher
Should allcw L:S_ -.;;< S~~;.-;... c. .'..~_~::.;:_2 :~:;12St;'e::::r;s
Must Sort Fiies J,/ '>::': ::.'.'
Should provide !\;L.>-CDre :; _"_,.:.;,::>_;:_, ~.. ::.: ':;2~;'/:_ '_ic::
Should have an J: ;..:i~ c.t ~~.:;~s:'. : i':"'ii ~;eL::
Should support \·i~~.-\'~',l~-FS,;.l.3C ~;r·~::t2~-ie.ilr.es
Should Runs without a vaEd Oper2tinQ Systern

Case managemen~should enable yo", to aggre;ate and organ;z,= results and case items
HTML.case reports must provide a SLirHTiOr! of ad results and items you have associated
with a case
Should Ce"Liali;.:cd :::::i',::.,j';' .. '=:::_ J. ,~~Q.:::::~~:(~j;:g:5:'0; convenient access across all
Solution's functio.. ;:~.'
Should D:-ive imacu:g f·:): c, ·;~U!.:;j "'~.3:;c.r;ng 2i~ exact copy of a storaqe device
Should Rebuild R.'\~.d_:;;L_':7"!. cr.. ..,ji:Ci.i2. ejSK images
Should Install Spl~;~,_QD~:m_jj_!J5Gjj.;:[;_dr:v.§ f:i" more portability
Should 1Vlaint2!n ',; :.f ti--,c: CX?C~ ;oct\:U\,,;sCli"-;ed out clu~;;,c; the course of the
investigati'oi~- .. - •


